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M365 Multifactor
Authentication Setup & Usage

To help increase security and add protection from hackers, Microsoft accounts can utilize multifactor
authentication, or MFA for short. MFA utilizes an app on a mobile device to provide a second factor of

authentication for logins, in the form of a typed code or a push notification/prompt. This guide goes overhow
to setthis up for the first time and how to use the system.

Install App

From your mobile device, navigate tothe app store and locate the Microsoft Authenticatorapp. Itis free. Install
the app.
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Configure App

1. Once MFAis enabled onyour Microsoft account by SmartPath, at your next signin you will see a prompt
similar to the following. Proceed through the wizard by clicking Next
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2. The wizard will promptyou to download the Authenticatorapp. Since you’ve already done that, continue
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3. Continueto setup the account.

Keep your account secure

Your crganization requines you to set up the following methads of proving who you are
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4. You will be presented witha QR code. Scan it with the app

Keep your account secure
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6. Itisrecommendedtosetupa backup phone call method. This will allow you to receive a texted or called
codein the eventthe appis notavailable (replaced phone, etc).

Keep your account secure
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From this pointon, when you need tosign in to your M365 account, you will re ceive the prompton your phone
to authenticate, oryou can choose to receive a text/call to authenticate.

Reach out to SmartPath Technologies if you experience any issues.
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