February 2017
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management budget doesn’t expand likewise,
expect trouble.

purveyors such as Jimmy Choo and Christian
Dior. Some of the more malicious apps give
criminals access to confidential information on
the victim’s device. Worse yet, they may install
a Trojan horse on that device that can infect

your company’s network
Fake

next time the user logs
can infect

n.

So what can you do?
First, keep yourselfrom
being fooled. Anyone can
easily be tricked unless
you know what to look for. Take the following
advice to heart and share it with your team:

Beware of Fake Apps!

In case you weren’t aware, one of the latest and

most dangerous Internet scams is fake apps.

Scammers create apps that look and behave like a

real app from a legitimate store. These fake apps

can infect your phone or tablet and steal
confidential information, including bank account
and credit card details. They may also secretly
install on your device malicious code that can
spread, including to your company network

Take a moment and reflect on these five tips

before downloading any app:

1. When in doubt, check it out. Ask other users
befor@ownloading it. Visit the store’s main
website to see if it’'s mentioned there. Find out
trom customer support if'it’s the real McCoy.

your phone or tablet
steal confidential
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2. If you dodecide to
download an app, first
check reviews. Apps
with few reviews or
bad reviews are
throwing down a red
tlag.
3. Never, EVER
click a link in an e-
mail to download an
app. Get it from the
retailer’s website, or
from iTunes or
e Play.
er as little of your
1nf0rmat10n as possible if you
decide to use an app.
5. Think twice before linking your credit card to

any app.

apps

Most importantly, get professional help to keep
your network safe. It really iSa jungle out there.
New cyberscams, malware and other types of
network security threats are cropping up every
day. You have more important things to do than
to try and keep up with them all.

The Most-PoBofFbeway To

Network Safe

Let’s not let yourcompany become yet another
statistic, hemorrhaging cash as a result of'a
destructive cyber-attack. Call me TODAY at
(270-205-4709, or e-mail me at
willie.kerns@smartpathtech.com, and let’s make
sure your systems are safe. I'll provide you with a
Cyber Security Risk Assessment to check for and

“The computer says | need to upgrade my brain
to be compatible with the new software.”

€ 2000 Randy Glasbergen
wharw glasbergen ¢oem
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Smart Closing Technique, Step 2

summar i

underlying need

zed

by offefing

t someE
wit hel:n They worry
abotft proposing a plan that doesn’t

work. That’s Why many advisors stay

ne

Let’s say you're closing a deal and
you've already taken the first step:

“Right, it’s going to change our
budget, so rather than let the board

t h enix i¢ thid fl, ¢hduld get out in

Now you're ready for Step 2: Say what
you plan to do

Describe exactly what you'll do to

help the client successfully satisty

their underlying need. Even smart

people worry about putting

mselveypu

n. They'wo
re

y

“safely vague” rather than offering a

tfront of this and get their support
from the beginning.”

“Second, you seem to have questions
about the capabilities of many of the
key leaders in the US, Europe and in
your Asia region. It would be helptul
to assess your team, to have a clear
view of who is going to fit in the new
organization, and who is not a fit.”

“Yes, that would be helpful—to have
an X-ray of the org chart and figure
out who needs to go where to align
with the new strategy.”
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Fake App Just Stole Your ID I D
Page 2 Ryan loved tweaking photos have been. And similar situations
on his Android phone. are unfolding as you read this. Yes,
Fake App Continued possibly even at yourcompany...
Page 3 He'd heard rave reviews from his
triends with iPhones about Prisma, Fake apps exploded onto iTunes
Smart Pat h Technol o g | es Wi | | lolalgl | Simart Clcsing Tecnijue: IMe® 1PS e)pyor!im@e editing.  and Google Play last November,

Part 2 So when he heard Prisma would  just in time for holiday shopping.
Our business is built off of referrals — it’s the best “atta boy” we can get, soon be released for Android, he ~ Apple “cleaned up” iTunes in an
and it lets us know our clients see enough value in what we do to logged in to the Google Play Store effort to quell users’ concerns, but
recommend us to someone else who is suffering from I'T and technology Shiny New Gadget to see if it was there yet. hackers still find workarounds.
woes. The best part is — we'll pay for your referrals, no strings attached. Unfortunately, these fake apps
* Not only will we pay for them — we'll pay ANYONE in your office who SmartPath Employee Spotlight To his surprise, he found one that  pose a real threat to the security of
refers us....it doesn’t matter if it’s an assistant, receptionist, or janitor. RO TP [ooked just like what his friends  your network. Especially if your
They can all get free money just from telling other businesses about . NIRRT vere describing. Delighted, he company has anything but the
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SmartPath! Here’s how... SR NNl cownloaded and started using it.  strictest BYOD (bring your own
w ‘;\’Ih :r ¢ {] . g]fe ? |n i Meanwhile, the app—a fake—was device) policies in place. And the
Refer another business with at least five computers to us. We'll immediately send the referrer a $25 gift ' . ISR TR busy installing a Trojan horse on  more your network’s users
card AND we’ll provide the business they refer to us with a free network audit and two hours of free request, t h EIEEHIIS socialize and shop on their
service, a combined value of almost $500. We'll then analyze and review the audit with the business. It : ~schedule, a smartphones, the greater the risk
'sb AR R REE LR When he got to work the next of'a damaging breach on your
get's better... Carol has previous ]g . . ging y
AR IR B day, he logged his phore into the  network.
If the business you refer ultimately decides to retain us and signs a service agreement, we'll pay $25 for UER SRS R A B BUREE company network as usual. The
each computer at the business. If they have 5 computers, you get $125. If they have 15 computers, you g )é f 1/ It g g ;[Ng E 2 x Z 2 g | malware jumped from his phone to  Fake apps look just like real apps.
get $375, and if they have 20 computers you get $500 in CASH. There is no limit to the amount of out every day. In the network. Yet no one knew. They masquerade as apps from
money you can make from a single referral AND you can make as many referrals as possible every takes care of 2 f Not yet, but that was about to legitimate merchants of all stripes,
month. and joy and also change. .. from retail chains like Dollar Tree
Pl ease feel free A F K
Pl ease make sure all members of your staff are you have a servi err.al program! andFeogogkergodugygy more g ¢ o g ¢
i 1 att ensthieoni s B8 Now, this isr’t hecessarily 2 true  PER YEAR. If your data
way to provide some much needed extra $$$ to staff members whom can really use it. Most . Mot omp o . :
_ 4 ) and our : story (at least, not one we've heard ]
of fice staff arendt aware they can have this o0p pREIECERE ! &ayec ) b & kbSlutSycbut t hey ar e cl.f.Ql,me d.
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